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Abstract: The article presents an analysis of the development of the IMEI and IMEISV structures, considers
their functions under conditions of mass deployment of multi-mode and multi-frequency terminals, and also
identifies the main technical problems: limited format, overload of national and international databases,
vulnerability to cloning, integration difficulties with eSIM/iSIM and mass loT connections. Particular attention
is paid to scalability and security issues under conditions of exponential growth in the number of connected
devices. Possible solution directions are proposed: expansion of the IMEI structure, introduction of next-
generation digital identifiers (loT-ID, UCI), use of cryptographic protection, modernization of the EIR/CEIR
database architecture using distributed and blockchain technologies, as well as the application of machine
learning for automatic anomaly detection.
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I. INTRODUCTION

The International Mobile Equipment Identity (IMEI) has undergone profound evolution from a simple
mechanism of device accounting in GSM networks to a key element of the infrastructure of global 4G/5G
networks. Historically, IMEI registration performed the function of device authenticity control in
GSM/UMTS/LTE networks and supported the operation of the Equipment Identity Register (EIR) and the
Centralized Equipment Identity Register (CEIR) [1]. However, with the transition to 5G and the mass spread of
eSIM/iSIM, multi-frequency terminals, as well as IoT devices, traditional registration approaches faced a
number of limitations [2]. Among the most acute problems are the scalability of national and global IMEI
databases, vulnerability to identifier cloning, imperfection of registration procedures in countries with different
legal systems, as well as the absence of cryptographic protection of the identifier.

Despite the fact that in a number of states (India, Turkey, Uzbekistan, Nigeria, etc.) laws on mandatory
IMEI registration have been introduced, at the global level the issue of unifying procedures and ensuring
compatibility of national registers with GSMA international databases remains open. Additional difficulties are
created by the integration of devices with virtual profiles (eSIM/iSIM), where the traditional binding to a
physical SIM card loses its significance, and the role of IMEI as an anchor identifier increases.

Thus, the need to rethink IMEI registration procedures under conditions of mass 5G deployment is a
relevant research task. Existing scientific publications focus mainly on the technical aspects of identification and
cryptographic protection of mobile devices, however they insufficiently reveal the issues of scalability, legal
regulation, and global harmonization of IMEI registration..

II. MATERIALS AND METHODOLOGY
2.1 Evolution of IMEI and its registration (from 2G to 5G)

IMEI (International Mobile Equipment Identity) was first introduced in second-generation (GSM)
networks in the early 1990s as a 15-digit identifier of mobile equipment. Its structure included TAC (Type
Approval Code), FAC (Final Assembly Code), SNR (Serial Number), and check digit (CD). The main goal was
to ensure unique device identification, prevent the use of stolen terminals, and support national and operator EIR
(Equipment Identity Register) databases [3].
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With the growth in the number of manufacturers and models of phones, as well as the appearance of
updatable software, the IMEI format in third-generation (3G) networks was expanded to IMEISV (International
Mobile Equipment Identity and Software Version). A field SVN (Software Version Number, 2 digits) was
added. This made it possible to take into account software versions and eSIM profile increases, as well as block
devices with vulnerable software [4].

The further transition of networks to LTE (4G) was accompanied by exponential growth in the number
of devices and frequency bands, strengthening the importance of IMEISV as a universal identifier for multi-
mode devices (GSM/UMTS/LTE), integration of IMEI into national and international databases (CEIR, GSMA
IMEI DB).

The problem of IMEI cloning and forgery became widespread, which forced many countries to
introduce laws on mandatory IMEI registration (India, Turkey, Ukraine, Uzbekistan, etc.).

In fifth-generation (5G NR) networks, IMEISV retained the previous structure (TAC + SNR + SVN),
however the conditions of its application changed [5]:

- support for multi-frequency (FR1, FR2) and multi-mode (2G/3G/4G/5G in one device);

- integration with eSIM and iSIM, where IMEI performs the role of the anchor device identifier;

- growth of the importance of centralized international IMEI databases;

- the need to strengthen security (cryptographic protection is still absent).

Table 1 provides a comparison of the IMEI/IMEISV structure in networks from 2G to 5G.

Table 1- Comparison of IMEI/IMEISV structure (2G—5G)

Ne Tone 2G (GSM) 3G (UMTS) 4G (LTE) 5G (NR)

1 | TAC (Type Allocation Code) 6 digits 8 digits 8 digits 8 digits

2 | FAC (Final Assembly Code) 2 digits - - -

3 | SNR (Serial Number) 6 digits 6 digits 6 digits 6 digits

4 | CD (Check Digit) 1 digit - - -

5 | SVN (Software Version Number) - 2 digits 2 digits 2 d1g1tsS:p2501111\/I/1SIM

Table 1 shows the evolution of the structure of the international equipment identifier: from the classical
IMEI format in GSM (TAC, FAC, SNR, CD) to IMEISV in UMTS/LTE/5G, supplemented by the SVN field. In
5G the IMEISV format is preserved, but the role of additional identifiers (eSIM/iSIM), as well as the need for
future expansion for IoT integration, increases.

2.2. Mass deployment of 5G and IMEI registration challenges

Fifth-generation (5G NR) networks are characterized not only by increased throughput and support for
new services (eMBB, URLLC, mMTC), but also by exponential growth in the number of connected devices,
which poses new challenges in the field of their accounting, identification, and registration. According to ITU
and GSMA forecasts, by 2030 the number of active connections will exceed 25-30 billion (Figure 1), with a
significant part of them functioning in multi-band and multi-mode networks, supporting both traditional
terrestrial infrastructure and satellite segments (NTN — Non-Terrestrial Networks), with more than 60% being
IoT devices. Each of them requires a unique identifier, which significantly increases the load on national and
global IMEI databases [6].

Figure 1. Growth of the number of devices with IMEI registration (1995-2025).
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The traditional architecture of the Equipment Identity Register (EIR) and Central Equipment Identity
Register (CEIR) was designed to account for millions, but not billions of devices. The mass deployment of 5G
led to the following challenges:

- the need for constant expansion of storage volumes;

- difficulties in synchronizing national and international databases;

- increase in response time when checking IMEI under peak loads;

- the need for automated management of “black” and “white” device lists.

One of the main challenges is the problem of IMEI cloning (Figure 2) [7]. Despite the presence of
centralized registers, cases of terminals using duplicate identifiers are recorded in 5G networks. The main risks
are undermining trust in authentication systems, illegal use of network resources, and the impossibility of
correct law enforcement (for example, in lawful interception).

Figure 2. Problems with IMEI cloning.
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Figure 2 shows a situation where two different devices use the same IMEI. When accessing the EIR
database, an identification error occurs, which undermines the reliability of equipment control systems, makes
accurate terminal authentication impossible, and increases the risks of illegal use of network resources [8].

The appearance of embedded SIM (eSIM) and integrated SIM (iSIM) changed the nature of user
binding to the device. If earlier IMSI (SIM card) and IMEI (terminal) formed the “subscriber—device” link, then
with SIM virtualization, the IMEI as the anchor of physical equipment acquires the main significance. However,
eSIM/iSIM complicate the registration procedure, since profiles can change dynamically, the risk of substitution
or use of uncertified devices with a valid eSIM profile increases [9].

Another separate issue is regional and legal aspects. In a number of countries, laws on mandatory IMEI
registration in national databases are in force. However, at the global level there is no single regulation, which
leads to such problems as fragmentation of systems (different countries use uncoordinated database formats),
data exchange gaps between national registers and the GSMA IMEI DB, differences in legal regimes (from
strict control (with mandatory blocking of uncertified devices) to minimal regulation).

The absence of cryptographic protection is also an issue requiring solutions. IMEI and IMEISV remain
open digital identifiers. Under 5G conditions, this creates such threats as [10]:

- falsification of numbers using firmware and software;

- mass cloning in illegal workshops;

- impossibility of fully guaranteeing uniqueness.

Thus, the mass deployment of 5G has intensified challenges related to IMEI registration: scalability,
security, legal regulation, and integration with eSIM/iSIM. These problems require a systemic solution [11].

Among the main technical problems of IMEI identifier registration in 5G networks are the limitations
of the IMEISV structure, the scalability of IMEI databases, and the mass nature of IoT devices.

1) Limitations of the IMEISV structure

The IMEISV format, including TAC (8 digits) + SNR (6 digits) + SVN (2 digits), historically ensured
uniqueness and identification of equipment. However, under 5G conditions this format encounters a number of
limitations:

- limited SVN length (only 2 digits), which allows a maximum of 100 software versions;

- fixed length of the identifier (16 digits), which becomes a bottleneck with the growth in the number of
devices and the complexity of their functions;

- absence of special fields for identifying IoT terminals, multi-module devices, and integrated chipsets.

2) Scalability of IMEI databases

The growth in the number of devices in 5G, including smartphones, IoT modules, and M2M terminals,
leads to a significant load on the Equipment Identity Register (EIR) systems. Among the main technical
problems it is necessary to note the increase in response time when accessing IMEI databases, synchronization
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difficulties between national and international registers, and the risk of record duplication under conditions of
mass [oT equipment integration.

The diagram reflects the growth of load on Equipment Identity Register (EIR) and Central Equipment
Identity Register (CEIR) systems under exponential increase in the number of devices (smartphones, IoT, M2M)
in fifth-generation networks (Figure 3).

Figure 3. Overload of EIR/CEIR databases under mass 5SG deployment.
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3) Mass nature of IoT devices

In 5G, IMEI began to be used not only for phones but also for numerous sensors and IoT terminals.
This aggravates the following problems:

- mass registrations of billions of new devices annually;

- technical limitations of databases in storage and search of records;

- the need for new identifiers (for example, IoT-ID or UCI), which would complement IMEI.

Possible solutions and key directions for the development of the identification and accounting system
of devices for IMEI registration under 5G/6G conditions are shown in Figure 4.

Figure 4. Possible solutions for IMEI registration under 5G/6G conditions.
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1) Expansion of the IMEI structure. One of the directions of development may be the increase in the
length of the IMEI/IMEISYV identifier [12]:

- expansion of the TAC (Type Allocation Code) field to account for the growing number of
manufacturers and models;

- addition of new fields for IoT devices and embedded chipsets;

- development of the IMEI+ format, ensuring scalability in the 6G era.

2) Integration with digital identifiers. To increase resilience, the formation of a multi-level
identification system is proposed (Figure 5):

- combination of IMEI with IoT-ID for sensors and actuators;

- integration with UCI (Unified Communication Identifier) for unification in the global ecosystem;
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- binding to eSIM/iSIM profiles, which will reduce substitution risks [13].

Figure 5. Concept of multi-level identification (IMEI + IoT-ID + UCI)
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The diagram demonstrates a possible direction for the development of device identification in the era of
6G and NTN. The traditional IMEI/IMEISV remains the basic equipment identifier, but it is supplemented by a
specialized IoT-ID for mass connections of sensors and M2M terminals, as well as by the universal UCI
(Unified Communication Identifier), providing global unification at the ecosystem level. The joint use of these
identifiers forms a multi-level system that increases the resilience, scalability, and security of next-generation
networks.

3) Introduction of cryptographic protection. To prevent IMEI cloning it is necessary to introduce
methods of cryptographic verification. These may include [14]:

- digital signature embedded in IMEI at the manufacturer level;

- use of asymmetric algorithms (RSA, ECC) for authenticity confirmation;

- integration with PKI infrastructure of operators and regulators.

4) Improvement of EIR/CEIR databases. To combat overload of national and international IMEI
databases it is advisable to:

- transition to distributed databases with big data architecture support;

- introduction of blockchain technologies for decentralized IMEI verification;

- development of global exchange interfaces (API) for automated control.

5) Machine learning and predictive analytics. Modern data analysis methods can be applied to detect
anomalies in the IMEI database [15]:

- use of ML algorithms to detect suspicious IMEIs;

- forecasting of database overload risks;

- automatic detection of cloning attempts.

6) International harmonization of registration procedures. Solving technical problems is impossible
without unification of legal and organizational approaches. In this aspect, the following directions are
promising:

- creation of a single global IMEI registration standard under the auspices of GSMA and ITU;

- integration of national databases into the GSMA IMEI DB international system;

- data exchange between operators and regulators in real time.

The combined implementation of these directions can ensure the scalability, resilience, and security of
the global IMEI registration system in the era of 5G and future 6G networks.

II1I. RESULTS AND DISCUSSIONS
The IMEI system, originally developed for controlling mobile phones in GSM networks, has
undergone significant evolution and has become a fundamental element of the infrastructure of modern 4G/5G
networks. The main technical problems have been identified: the limited structure of IMEISV, the increasing
load on EIR/CEIR databases, vulnerability to cloning, integration difficulties with eSIM/iSIM, and the mass
adoption of IoT devices. These factors create a threat to the stability and security of the global mobile
ecosystem.
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IV. CONCLUSION

The proposed solutions include the expansion of the IMEI format, the use of additional digital
identifiers (IoT-ID, UCI), the introduction of cryptographic protection methods, modernization of databases
based on distributed architectures and blockchain technologies, as well as the application of machine learning
methods for predictive analysis.

It is forecasted that in the future, device registration will be based on a multi-level identification
system, where IMEI will be only one of the elements. Integration with new digital identifiers and international
harmonization of registration processes will be key conditions for ensuring scalability, resilience, and trust in the
global mobile infrastructure of the future.
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